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The present paper proposes a fraud detection method in which
user behaviors are modelled through using two main components
known as abnormal trend analysis component and scenario-based
component. The extent of deviation of a transaction from
customers’ normal behavior is estimated using fuzzy membership
functions. The results of applying all membership functions on a
transaction will then be infused, and a final risk is determined as
the basis for deciding whether to block the arrived transaction or
not. An optimized threshold for the value of the final risk is
estimated in order to strike a balance between fraud detection rate
and alarm rate. Although the assessment of such problems is
complicated, this method is shown to be useful in application

according to several measures and metrics.
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1. Introduction

Fraud in banking transactions has a negative
impact on business, especially on electronic
commerce development. There are severd
meanings for fraud; hence, financial fraud is also
a broad term with various potential meanings. In
the present study, financial fraud is defined as the
intentional use of illegal methods or practices for
the purpose of obtaining financial gain (Zhou and
Kapoor, 2011). Banking fraud has many aspects,
and the statistics about the fraud size vary widely.
Billions of dollars of revenue are lost each year
because of credit card fraud [1], and according to
some reports, the total yearly cost imposed on the
US is more than $400 billion [2].

Controlling and auditing all online transactions
may aggravate the overall performance of online
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banking. This problem is more serious when the
volume of transactions needed to be analyzed is
huge, and rapid and online decision-making is
required. On the other hand, as customers
behavior is ever-changing, modelling genuine
behaviors is not an easy task. Thus, having an
intelligent agile system for detecting fraud cases
in transactions is an important necessity for any
online bank.

For modelling customer behavior, a huge volume
of historica data must be analyzed. Since the
behavior of customersis not fixed and varies over
time [3], the extracted behaviors must be re-
calculated at short intervals of time [4]. The
volume of data which should be anayzed is
increasing over time. In addition, the data are not
homogeneous and have various sources. In other
words, most of the data needed for fraud
detection analysis are semi-structured. For
example, customers’ profiles are not all the same,
so handling and storing them in relational
databases is labor-intensive and costly.
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Fraudsters always make their best efforts to have
their behavior look legitimate making the process
of fraud detection more complicated [5].
Fraudsters' behavior is based on a limitation: “A
fraudster wants to gain the most benefit in the
least time and with minimum risk” [6]. To this
aim, they always make a transaction with a small
amount initially, and if it is successful, they will
make other transactions with greater amounts [4];
often, the maximum number of time a fraudster
uses a card is two or three times. In addition to
modelling  customer  behavior, modelling
fraudster behavior is aso needed; therefore, a
genuine transaction must be as far from a
fraudster pattern and as similar to higher
historical pattern as possible.

In this paper, customer behavior is modelled in
different granularities. Using the principal
attributes available in the dataset, the users
behavior is analyzed in three classes of
"customer", "account”, and "card" and three
levels of "general", "business', and "individua".
Next, the abnormal behavior for each class and
level of each customer are modeled via fuzzy
membership functions. The results of all
abnormal membership functions are then infused
by employing a proposed function. Fraudster’
scenarios are also designed and a sequence of
transactions is examined against these scenarios.
At the end, an optimized threshold is gained for
the fina risk, in which transactions with a final
risk are alarmed as fraud exceeding the threshold.
The remainder of the paper is organized as
follows:

Section 2 is the literature review while section 3
describes an analysis of dissimilarity in behavior
trends. Section 4 elaborates on the scenario-based
component. In section 5, fuzzy functions for
estimating risks are defined. Section 6 is the
results and evaluation and, finally, the conclusion
is presented in section 7.

2. Literature Review

While most of the real life fraud detection
approaches adopt black box models [7] and
practical implementations are rarely reported [5],
the number of academic studies is remarkable.
Most of the proposed fraud detection techniques
apply a concept usualy referred to as Outlier
Detection. Outlier is an observation that is so
different from other observations that it appears
to have been generated by a different mechanism
[8]; moreover, Outlier Detection refers to the
process of finding outlier cases [9].

There is an increasing demand for robust and
intelligent user profiling technologies [3],
especially in banking business and fraud
detection systems. Making profiles for user
behaviorsis a key technology in order to respond
to the needs of rea time fraud detection [3]
because, according to [10], rea users may
gradually change their behavior over a longer
period of time. In [11], the profiling method has
been used for credit card fraud detection. The
statistical representation of user behaviorsis done
through using profiles. Profile-based fraud
detection systems always use thresholds for
modelling. Although using such systems is easy
and straightforward, to prevent the great number
of false alarms prevalent in such systems due to
the lack of support for different behaviora
profiles between monitored accounts [12], it is
necessary to caculate and assign profile
thresholds for each user; hence, a proactive fraud
detection system will be achievable [3].
According to [13], in order to decrease fase
alarm rates, the thresholds for different profiles of
users must vary in time since both the legitimate
and fraudulent behaviors of users change over
time (eg., interest rates, seasona/monthly
variations, new fraud attacks, etc.) [3].

Cahill [13] mentioned event-driven processing,
memory, learning and self-initializing as the key
elements of modern fraud detection systems.
Event-driven processing facilitates the detection
of fraud as it is happening rather than at fixed
points in time unrelated to the account activity
[3]. Memory means involving all past data in
profile processing for a user (yet, not necessarily
all with the same weights). Learning means the
ability of the fraud detection system to adapt
itself to new customer behaviors. Further, finally,
self-initializing is the ability to have meaningful
profile thresholds for newly opened accounts.
Such issues can be solved to some extent through
deploying profile-based methods.

As mentioned in [3], profilebased fraud
detection methods can be categorized into two
main processing models: time-oriented and
action-oriented or event-driven. In time-oriented
models, transactions are accumulated over a
specified time period (eg., hours, days);
afterwards, batch processing will be done over
them. In the event-processing model, new
transactions are examined as soon as they arrive.
Despite the fact that action-oriented models seem
to produce better results in comparison to time-
oriented models [14], the time-consuming
process of reading and writing current profiles
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and thresholds from and into data storage has
justified the time-oriented approach, particularly
for the applications in which time is not critical.
However, in banking applications where time is
critical, action-oriented methods may produce
more false alarms.

In [14], a method has been proposed for
caculating profiles. In this method, a window
time of the fraud-less account activity is regarded
as a base for calculating user profiles. Bolton and
Hand [15] put forth a model in which break point
analysis is used for detecting the trend of
spending changes in customer behavior.
Consequently, the aggregation of customer
behavior over a series of feature variables is
proposed. In [4], an experimental comparison
between severa agorithms has been drawn and
some questions like "what algorithm to select for
fraud detection?' and "what window time length
is appropriate for updating the model ?* have been
addressed. In some other studies [16,17,18], in
addition to feature variables, a sequence of
actions is aso considered as a base for
calculating profiles. In [16], user profiles are
calculated by building a contrast vector for each
transaction based on its customer's historical
behavior sequence, and an agorithm has been
proposed for exploring contrasting patterns and
distinguishing fraudulent patterns from genuine
ones. In [17] and [18], a sequence of customer
actions is regarded as a profile for the customer,
and fraud cases are detected via Hidden Markov
Model method. In [19], by combining anomaly
detection and misuse detection models, a hybrid
model has been propounded and the similarity of
an incoming sequence of transactions to both
fraudulent and non-fraudulent ones is determined
through segment alignment.

With a huge growth of data over the last few
years [20] and appearance of mobile and internet
for doing banking transactions, fraud shapes and
sizes have changed accordingly [21]. This
phenomenon calls for developing new methods
and tools for detecting fraud and other crimes
against banks and customers [22]. In [21], a big
data-based fraud detection product has been
introduced.

A real-life system with the capability of action-
oriented systems with a reasonable low rate of
false alarm is the necessary requirement of fraud
detection systems.

As it was induced from [23] and [5], there are
only 10 studies to date claiming to have been
implemented practically. Our research has also
been implemented practicaly and is a semi-

action-oriented system adjusting the false alarm
rate to a reasonable and negligible level.

In the next section, the process of making profiles
for users according to different attributes is
discussed.

3. Analysis of Dissimilarity in
Behavior Trends

In order to be able to analyze customer behavior
trend for calculating the extent of dissimilarity,
the informative profiles of customers are required
to be extracted. The process is dividable into four
main phases: making initia profiles, loading
current profiles for an arriving transaction,
calculating its deviation from the profiles, and
fusing the results of all profiles for reaching a
final belief (fraud or not-fraud). The process of
analyzing transaction streams for fraud checking
isasfollows:

Making initial profiles: First, the profiles of
customers are extracted through spark in an
overnight processing, and the resultsare in
another database, which is aNOSQL database. A
profile consists of one or more customers
behavioral characteristics which could be
extracted by anayzing their historica data
Thisprocess will estimate the normal and
abnormal ranges for each characteristic
and determinethe  related  thresholds. The
selected profiles for modelling the behaviors are
depicted in Fig. 1. For instance, one of the
profiles is “the daily trend of amounts of
transactions at an individual level for card”. Each
profile consists of soft and hard thresholds for the
abnormal behavior. This method for transaction
aggregation was first used in [25] and continued
to be employed in other studies such as [26] and
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Fig. 1. Selected profiles for calculating
behavior trends
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Loading the current profiles: When a
transaction arrives, its related profiles will be
extracted and put in a buffer, which is a
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temporary memory. Since the available data in
the database for all arriving transactions are not
the same, the number of extracted profiles will
not vary: the more the available data, the more
the extracted profiles. The profiles are
categorized in three classes and three levels. The
classes are card, account and customer, and the
levels areindividual, business and general.
Calculating profile deviation: As mentioned in
the previous step, related profiles for the arriving
transaction will be selected. The transaction will
be examined against each of the selected profiles,
and the extent of the deviation from normal
behavior is estimated using fuzzy membership
functions. The fuzzy membership functions are
described in section 5.

Infusing the results: The output after calculating
the profile deviation is a 3D matrix with n rows
(a row for each profile), three columns (Card,
Account, and Customer), and three heights
(individual, business, genera), as shown in Fig.
2. Card, account, and customer are considered as
three main categories the profile thresholds of
which may vary in level.

Customers may have several accounts. Each
account may aso have more than one card
(because expired cards of an account have
different card numbers). Each column of the
matrix is a vector whose values are some
numbers between 0 and 1, showing the deviation
of the transaction from its historical profiles: for
Card in column 1, Account in column 2, and
Customer in column 3. The first page of the
matrix is for general risks, the second is for
business risks, and the third one is for individual
risks. The number of calculated risk values for
each arrived transaction isn x 3 x 3 risk values.
The extracted risk values will be later infused to
reach the final risk. The risks will be moderated
when multiplied by their weights. Each person
has some dominant behavioral characteristics.
The weights of dominant characteristics are more
than the others. To calculate the weights, the
historical calculated risks for each behaviora
characteristic will be regarded in a certain
window of time (for example the customer's last
10 transactions). Since the thresholds are updated
after each transaction, the previous risk values are
expected to be low for genuine previous
transactions, and if it is not so, the suggestion is
that the customer's behavior of this profile is not
certain or its profile has not been modeled
correctly. In order to moderate the effect of this
profile in the fina estimated risk, we regard the
weight as low, and vice versa. The formula for
calculating the risks weight is as follows:

j=n
. Rp.
Wpi =1- —J_:‘l il (1)
where wp,is the weight for the ith characteristic
of a customer profile. RPjisthe risk of previous |

transactions for the selected characteristic, and n
is the window size. The result is always between
0 and 1. For example, if al the last n transaction
risks are 0, then the weight will be 1 and, if all
are 1, then the weight will be 0.

Prafile n

L

Profile 1 Business

General

Card Account Customer

Fig. 2. Three-dimensional risk matrix
based on selected profiles

The three-dimensional risk matrix was infused in
3 steps. The first step is column-by-column
infusion. The process is depicted in Fig. 3. The
estimated risks for profiles were divided into two
main categories: strict risks and non-strict risks.
Strict risks are those that unfold when some
abnormal events occur (for example, if a card has
two different transactions simultaneously). Non-
strict risks do not necessarily occur when
something bad happens; they are merely outliers
and must be analyzed further to deciding whether
they are bad or nat.
Among strict risks, the result of the risk with the
maximum value is selected. For non-strict risks,
first, alist of risks which have a result more than
a specific threshold (for example 0.5) is selected
(the threshold is defined by experts), and their
weighted average is calculated. Next, the result is
multiplied by a soften factor. The soften factor
formulais asfollows:
ex—1 2

eX
Herein, x is the number of risks for which the risk
values are more than the selected threshold. At
the end, the maximum figure between strict and
non-strict risksis selected as the final result.

sf =
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Profile #n Risk

Strict risks Fused Risk
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Profile # Risk
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Non Strict ez
risks .

Profile 1 Risk

Fig. 3. The process of column-by-column
risk infusion

After carrying out the infusion process for all
columns, the result is a two-dimensional matrix.
For each class, there is a fused risk for individual
risk, one for business risk, and the other for a
genera fused risk. In the second step, the two-
dimensional matrix is fused column by column
by multiplying each level by its weight with the

weights for individual, business, and genera not
being the same. Note that as mentioned in [9], the
anomalies are categorized into three groups by
point, contextual and collective anomalies.

Individual, business, and genera risks show
point, contextual, and collective anomalies,
respectively. The weights are assigned by system
experts, and the fina risk value for a category
(e.g., Card) is obtained by calculating the
average.

In the third step, fusion of 3 final risks of 3 main
categories (Card, Account, and Customer) is
calculated by assigning weights to each class and,
then, calculating the weighted average. The final
result is a number between 0 and 1.

4. Scenario-Based Component
Any fraudster seeks to make the most benefit in a
short time with minimum risk [6], [28]. Based on
this hypothesis, 7 scenarios are designed to be
applied to arrived transactions. The list of
scenarios is shown in Tab. 1.

Tab. 1. Fraud Scenarios

Scenario Scenario Title
Most Benefit
Scenl Large cash withdrawals
Scen2 Relatively big sequential withdrawals

Scen3  Sequentially ascending withdrawals starting from low amounts
Scend  Sequentially descending withdrawals starting from high amounts

Scen5 Small sequential withdrawals

Shortest Time

Scenb

Sequentia transactions at very small time intervals or simultaneous withdrawals

Lowest Risk

Scen7 Withdrawalsin non-common times

The terms used for the scenarios are defined
below:

Big amount: This is an amount that is greater
than the hard amount threshold calculated
according to general historical data, business data
or customer normal behavior data.

Relatively big amount: This refers to an amount
standing between hard and soft amount
thresholds and is calculated according to general
historical data, business data or the customer
normal behavior data.

Low amount: This is an amount less than the soft
amount threshold for genera, business, or
customer categories.

Sequential  transactions. Herein, sequentia
transactions represent those transactions that
occur in time intervals less than or equal to the
minimum time required for two transactions of a
single account or card to be done sequentially, or

those occurring at time intervals less than the
customer normal behavior.

Non-common time: A non-common time is a
time calculated as outlier time for a transaction
according to general data, business data or the
customer’ s previous normal data.

As illustrated in Fig. 4, a sequence of 4
transactions is regarded for each scenario. Each
time a new transaction arrives at the system, the
sequence will be updated and the 4 last

transactions will be regarded as a new sequence.
[

time

trt-5 trt-4 trt-3 tri-2 tr-1 trt tri+l

Seq 4 Seq3 .
eq Seq 2 seq1
Fig. 4. Sequence of transactions for

checking in scenarios
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5. Fuzzy Functions for Estimating
Risks

To profile the behavior of customers based on
their historical transactions, the selection of
relevant features for modeling behaviors is a
particularly important task. Herein, as it is
depicted in Fig. 1, three main obvious attributes
(amount of transaction, time of transaction, and
the time interva between transactions) in
different periods of time and at 3 three levels for
three classes are considered. According to the
values of these attributes in historica
transactions, a fuzzy membership risk function
for each one is proposed to estimate the degree of
dissimilarities.
5-1.  Amount trend dissimilarity modeling
According to the customers of spending amount
habit, their outlier amounts will be specified and
the thresholds will be assigned.
The risky fuzzy function for assessing the amount
of risk of a transaction according to the feature
amount is similar to Fig. 5. The risk of amounts
smaller than the soft threshold is zero, and the
risks of amounts between the soft and hard
threshold are in accordance with a line and their
values are between 0 and 1, while the risks of
amounts are higher than hard thresholds are 1.

Risk

: A t
soft threshold (ST) hard threshold (HT) meun

Fig. 5. Fuzzy membership function for risk
of amount

To determine the thresholds (soft and hard), the
box plot rule, which is a simple statistical
technique, for detecting univariate and
multivariate anomalies [9] is used.

Since low amounts (amounts far less than Q1) are
not important for fraud detection, they were not
considered in the amount of fuzzy membership
function. To caculate the risk amount, the
function below is applied:

1 amount > HT
trAmount — ST ST < A ¢ < HT (3)
0T —ST < Amount <
0 0.W

In the formula above, the trAmount is the amount
of the transaction, and ST and HT are soft and
hard thresholds, respectively. If the transaction

amount is more than the hard threshold, then its
risk is 1. For amounts between hard and soft
thresholds, the risk is in accordance with the line
connecting the two points with coordinates (0,
ST) and (HT, 1). In other cases, the risks will be
zero. It is natural that the steepness of the line
and also the ST and HT are different for different
users and even for a user in different categories
and levels.

5-2.  Time interval trend dissimilarity
modeling

The time interval between sequenced transactions
is another attribute regarded for profiling the
behavior of customers. The sequenced
transactions with small time intervals are more
likely to be fraud; the transactions with time
intervals out of customers’ normal trend are also
risky. The time interval risk fuzzy membership
function is shown in Fig. 6.

Risk

Time Interval (T1)

hard threshold (HT) soft threshold (ST)

Fig. 6. Time interval risk fuzzy
membership function

According to Fig. 6, the time interval risk
membership function is shown below.

1 TI < HT
T1=5T o1 < time < HT )
HT —sT > —Mme =

0 o.w

5-3.  Time of transaction trend dissimilarity
modeling

The spending habit of customers at different
times of the day is another important attribute
which has been used as a profile in the present
research. The time distribution of spending is
different for different users. A customer purchase
time distribution is shown in Fig. 7. In [27], the
von Mises distribution is used for modelling the
time distribution habit. The von Mises
distribution is a distribution of a wrapped normal
distributed variable across a circle [29]. Herein, a
function for estimating the risks of transactions
which are out of normal distribution of the times
of transactions is employed. Fig. 8. shows the
fuzzy membership function for time risk.
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Fig. 7. Customer purchase time
distribution

Risk

1 /
a t1 t2 b Time

Fig. 8. Time-risk fuzzy membership
function

The formula below demonstrates the fuzzy
membership function for time risk. Parameters
“a’ and “b” are the left and right soft thresholds
for time of transactions, and t1 and t2 are the left
and right hard thresholds. When a transaction
time is between t1 and t2, then its risk value is 1
and if the time of the transaction is between “a’
and t1 or between t2 and “b”, then the risk value
isanumber between 0 and 1.

( 1 t1<t <t2
1 (4
— < <
1 t)—aa<st<tl
o b(t) b t2<t<b

0 o.w

6. Results and Evaluation
We built the online banking risk management
system. It incorporates both the trend-analysis-
based and scenario-based models for online
banking fraud detection.
Herein, it isintended to:

1- compare the performance and degree of
accuracy of the scenario-based model
with those of an existing trend analysis-
based model.

2- find an optimized threshold for creating a
balance between the emitted alarms and
detection rate.

The evaluation of the system is difficult because,
as mentioned in [7], the unsupervised analysis

tool creates novel knowledge. In this paper,
threshold parameters of customers for some
attributes have been extracted and the risk of their
behaviors has been modelled with some fuzzy
functions. Then, these models have been applied
to some transactions, and their high suspicious
degreeis certified with domain experts.

6-1. Data

The dataset used for evaluating our model in this
research is the online banking transactional data
from an Iranian bank. It is a sampled data of 600
customers and consists of 683100 genuine
transactions and 910 fraudulent transactions
during one year -from January 2015 to January
2016- and it is strongly unbalanced.

6-2.  Experimental settings

As mentioned in [16], two metrics for evaluating
the performance of an online banking fraud
detection system are alert volume and detection
rate. A fraud detection system attempts to reduce
the number of alerts because every triggered alert
has to be investigated manually for further
investigation, and it is a labor-intensive work. On
the other hand, the fraud detection system tries to
increase the detection rate which is the
percentage of detected fraud by the system. The
modified ROC curve which is caled the
performance curve is another metric introduced
by Hand et al. [30]. In this metric, minimizing the
area under the curve is interpreted as minimizing
the time needed for fraud detection [30] which is
an important metric for online banking fraud
detection (Fig. 10). The vertica and horizontal
axes of the metric are cost and timeline,
respectively, and are calculated as follows:

cost 5)

FP + TP
" number of frauds + number of notfrauds

FN

timeline = ———
number of frauds

cost

0 0.2 0.4 0.6 0.8
timeline

Fig. 9. An example of performance curve
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In Equations 7 and 8, TP represents those cases
correctly predicted as fraud, and FP and FN are
those mistakenly predicted as fraud or non-fraud.

6-3.  Overall performance evaluation

Fraud management system is comprised of two
main  components:  trend  analysis-based
component and scenario-based component. The
trend-analysis-based component investigates the
input stream transaction by transaction, while the
scenario-based component examines a sequence
of transactions. The distribution of frauds
detected by the trend-analysisbased and
scenario-based components is shown in Fig. 11.
By adjusting the optimized threshold to 0.8, these
two components can find about 82 percent of the
frauds.  While the trend-analysis-based
component can detect more frauds, the scenario-
based component can detect frauds that are more
complicated.

M rule based

M scenario based

not detected

H detected by
both rule and
scenario

Fig. 10. Distribution of frauds detected by
different fraud management system
components

Fig. 11. illustrates the rate of detected frauds
based on different thresholds in the infusion
function. This figure shows the fraud detection
rate for both the trend analysis-based system and
composite trend-analysis-based and scenario-
based models. While the results of these two
components are amost the same in low
thresholds, for higher thresholds, the composite
trend-analysis-based and scenario-based have far
better results. As induced from Figure 18, the
best threshold for having the most detected frauds
is less than 0.3. This, however, is not the only
effective parameter. The number of aarms
produced by any selected threshold has to be
considered as well.

In Fig. 12, the fraud detection rate is shown
under different alert volumes generated by the

fraud detection system. As the figure
demonstrates, when the alert rate is high, the
detection rate is aso high. However, as
mentioned before, the high aert volume is both
labor-intensive and aso costly and causes the
number of false positives to be high, which is not
a desirable phenomenon.

There should exist some sort of balance between
the number of produced alarms and the detection
rate; a minimum number of false darms and a
maximum  detection rate are, therefore,
preferable.

1.2

1 —
0.8 \
0.6
0.4

0.2
0

Detected Fraud Rate

0 0102030405060708 9 1
Threshold

e trend analysis & scenarios trend analysis

Fig. 11. Fraud detection rate according to
selected threshold for infusing function
1.2
1
0.8
0.6

0.4

Detection rate

0.2
0
0 0.2 0.4 0.6 0.8

Alert rate

—@—trend analysis —@—trend analysis & scenarios

Fig. 12. Detection rate comparison among
trend-analysis-based, composed trend
analysis-based, and scenarios-based vs alert
rate
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threshold timeline
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b
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g

S o001

£
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©
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threshold
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Fig. 13. False alarm rate vs selected
thresholds, (b): Detailed version of (a)

In Tab. 2, a comparison among different
thresholds, alarm rates and detected fraud rates is
shown. According to Fig. 13., Fig. 14, and Tab.
3., 0.8 is the desirable threshold resulting in an
alarm rate equal to 0.0018 and a fraud detection
rate equal to 0.82. Taking a threshold to be more
than 0.8 will lead to a reduction in the fraud
detection rate.

Tab. 2.Comparison among different
thresholds, alarm rates and detected fraud
rates in trend-analysis-based (TAB) &
scenario-based (SB) components.

Threshold Alarm Detected Detected

Rate Fraud Rate Fraud Rate
for rules for rules &
scenarios

0 0.72106  0.98 0.97
0.1 0.61655 0.97 0.97
0.2 0.49997 0.94 0.963
0.3 0.38516  0.92 0.95
0.4 0.25328 0.89 0.93
0.5 0.13824 0.83 0.91
0.6 0.01440 0.77 0.88
0.7 0.00632 0.71 0.859
0.8 0.00182 0.68 0.82

0.9 0.00098 0.64 0.77

1 0.00034 0.57 0.59

—8@—trend analysis & scenario —@—trend analysis

Fig. 14. Performance curve for trend-
analysis-based and scenarios-based

Regarding the alarm rate and detection rate
metrics, it is obvious from Fig. 12. and Fig. 13.
that the composite approach has better results in
comparison to only the trend analysis-based
approach, but regarding the performance metric,
which is shown by the performance curve in Fig.
14, it is revealed that the composite approach has
lower performance compared with the trend-
analysis-based  approach.  However, this
difference is rather insignificant and can be
neglected.

7. Conclusion

Several entities and events such as human
wisdom, analytic tools and business systems are
involved in the occurrence of a fraud. Effective
and instant detection of sophisticated frauds
requires more accurate anaytic tools and
algorithms. In this paper, both research and
practice in the real world were presented, and a
framework utilizing the result of behavior trend
analysis and scenarios was designed for fraud
detection. Herein, the customer behavior in
several layers (card, account, and customer) and
according to several attributes was modelled, and
some associated thresholds for each customer
were extracted which are later used in defined
profiles for estimating the level of risk for each
transaction. Additionally, based on the behavior
expected from fraudsters, 7 scenarios for risky
behaviors and transactions were defined. These
scenarios were tested when the stream of
transactions of a customer arrived at the system.
The approach and the designed system were
tested experimentally in a rea world
environment. The experiments show that our
proposed system significantly improves fraud
detection speed and accuracy and performs better
than manualy expert trend anaysis-based
methods.

International Journal of Industrial Engineering & Production Research, March 2018, Vol. 29, No. 1



100  Abdollah Eshghi & Mehrdad Kargari

Detecting Frauds Using Customer Behavior Trend
Analysis and Known Scenarios

For large-scale financial companies like
international banks with multi million daily
transactions, the performance is of great
importance. Possibilities of wusing paralle
processing and big data technology and designing
suitable frameworks may be of great helps. Two
main other important issues in fraud detection
which can be regarded in next studies are
determining the length and depth of required
historical data for making user profiles and also
finding an agile and high precision method for
handling and modelling the changes in customers
behaviors.
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